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Abstract|

The Internet has become the common medium for con-
tent distribution. Searching content using keyw ords is
well-kno wn. But there are many shortcomings to it. Users
cannot search within the content and on many of the at-
tributes of the content, i.e.,, other than its name. Content
is also becoming increasingly decen tralized. New mech-
anisms allowing access to complex distributed content is
needed. We intro duce a hashing-based metho d for access-
ing complex content over large dynamic networks such as
peer-to-p eer networks, whic h uses distributed hash tables
in a novel way. In particular, we are interested in spa-
tial content that is becoming popular in databases. Our
metho d is scalable, addressing the needs of todays net-
works.

I. Intr oduction

The Internet has becomethe main medium of inter-
active content dissemination. Somewidely acceptedad-
vantagesthat the Internet has over other mediumsis its
completely decertralized nature, scalability, and capacity
for allowing independert subscriber interaction. However
we believe the Internet users have just started to uti-
lize these aspects of the Internet to their full potential.
Content and interactions with it is becominglessreliant
on certralized systems. Content distribution networks
(CDN) are emergingin various forms, with the most gen-
eral casebeing the peer-to-peer (P2P) networks [12]. A
CDN maintains many data objects and any node in the
network can service requestsfor the objects. Every ob-
ject has a sourceand objects may be caded throughout
the network to improve accesse+ciency. CDN nodescan
cooperate to build data object indexesfor searting and
alsoto provide higher level managemen functions such as
anonymous cortent publication. Yet, they do not provide
a full solution for querying complex content.

Searding complete cortent in the form of les using
keywords is common. But there are many shortcomings
to this approad. First, you cannot seard within the
content (i.e., Tes). Second,you cannot use many of the
attributes of the content for your seard other than the
cortent's name (i.e., Te name). More elaborate meda-
nismsthat allow usersto accessomplexdistributed con-
tent over the Internet is needed.

Current CDNSs require someform of object indexing or
a medanism for locating objects in the network. Cen-
tralized indexes are relatively straight forward to im-
plement but they lead to congestion as the rate of re-
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questsincreases.Certral index replication and query re-
sult caching may be usedto o®setthis congestion. But

they do not scalewell. Recenly developed hashing-based
distributed indexes does addressthis problem [14], [16].
Hence, what is also required is a completely decerral-

ized index that we can useto seart and accesscomplex
content.

In this paper, we introduce a hashing-basedmethod
that can be usedto accesscomplex cortent over large
scaledistributed dynamic networks such asthe P2P net-
works of today. In particular, we are interested in spa-
tial cortent. Spatial referencesare becominga common
componert in various databases. Cars with positioning
systems,personalassistarts, demographicdata from gov-
ernmert seners, even homepagesof restaurants with ad-
dressesre a part of this emergingwave of spatial cortent.

In Section |l we overview the state of the art methods
to accessdistributed content over large networks. Then
we list P2P networks in Section II-C. We discussour
solution to accessingdistributed spatial content in Sec-
tion I11I.

Il. Hashing and distributed hash tables

Hashing is becoming increasingly popular for access-
ing distributed content over large networks. This section
explains consistert hash algorithms in generalterms and
then shows how these algorithms are important for dis-
tributed systems.

A. Consistent hashing

A hash algorithm usesa hash function, H, that maps
keysto locations,H : K ! L, whereK isthe setof all keys
and L is the setof all locations. A key is usually a unique
identi er that represers the data object to be stored,
e.g.,a le nameis a key that represens the ‘Te cortents.
A hash algorithm requires closeto constart time to nd
a data object, rather than for instance log, k time steps
required for a binary seard, where k is number of keys
currently stored. This meansthat the time required to
“nd an object is independert of the number of objects.

Hash functions can typically take any arbitrarily long
binary string as a key and provide a many-to-one map-
ping to the locations as depicted in Fig. 1. The gure
shows L locations depicted as buckets with data objects
as shadedrectangles. The key for ead object is a text
string. When two or more objects hashto the sameloca-
tion then a secondaryoperation suc asa secondhashing
function is applied or a seart algorithm is used. The
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Fig. 1. A basic hash function.

H (\ orange")

widely known SHA-1 algorithm canhasharbitrary strings
onto L = 269 di®erent locations.

Using L = 2160 |ocations meansthat it is highly un-
likely for any two objects to hashto the samelocation (so
secondaryoperations are not usually required). Also it is
important to note that a good hash algorithm like SHA-
1 will provide a distribution of keys over buckets that
is closeto uniformly random. As a consequencesimi-
lar keys do not hash to similar locations. For example
the location H (\ apple") is independen of the location
H (\ apples").

An important class of hash functions are those that
are consistent A consistert hash function minimizes the
degreeof remapping required when the set of locations
changes. Basically, the set of locations will changewhen
either: (i) an existing location is removed or (i) a new

location becomesavailable. The conceptsare explained
using the illustrations in Fig. 2. In Fig. 2(a), an incon-
progl
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(a) An inconsistent hash function after remapping caused by
the removal of location 3.

progl pear
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(b) A consistent hash function after remapping caused by the
removal of location 3.

Fig. 2. Examples of hashing (in)consistency .

sistent hashfunction requiresthe objects from location 3
and all the other objects to be rehasheddue to location
3 being removed. Comparing Fig. 2(a) and Fig. 1 note
that inconsistert hashing has relocated many of the ex-
isting data objects due to the change. In Fig. 2(b) the
removal of location 3 only leadsto the relocation of the
objects at location 3 { consistert hashing reducesthe ef-
fect of a change. Similarly when a new location is made
available, only a small nhumber (proportional to the ra-
tio of the number of items to the number of locations) of
objects needrelocating.

It is known that some hash algorithms provide opti-
mum consistency i.e., the degreeof remapping is mini-
mized. This classof hashalgorithms are important build-
ing blocks of excient content distribution networks and
other systemsthat require distributed data and process-

ing.
B. Distributed hashing

A distributed hash algorithm usesa number of serers
to maintain some number of locations. A sener repre-
serts a computer on the Internet, e.g.,a http sener. In
the simplest sense|f there are M sernersand L locations
then ead server should maintain roughly L=M locations.
Although there are many methods for a distributed sys-
tem to implement a distributed hash algorithm, we ex-
plain a method that has recertly becomewidely known
asthe Chord method [16].

The Chord method maps both keys and senersto lo-
cations, as depicted more generally in Fig. 3. The "gure
shaws a hash algorithm using 2' di®erert locations, from
Oto 2t 1. Each sener hasa unigue Internet Protocol
(IP) address(and port number which is not shown) that
is usedplainly as a key.

server 12856:321 10:281:5 12856:325
addresses
locations ——o—e—o0—0—@ O |
0 T \ / 2t
objects apple d:htm progl
f oo bar
Fig. 3. Hashing server addresses and object keys to the same
locations.

The Chord method derives its name from the use
of modulo arithmetic and the clarity of represenation
achieved by depicting the hashlocationsin acircle. Fig. 4
depicts the locations using a circle and also shows other
details of the Chord method.
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interval of locations
owned by 10.28.1.

/

Fig. 4. Details of the Chord method.

Each sener in the Chord maintains a table of up to t
other seners, wheret is logarithmically proportional to
the number of locations. Each ertry in the table rep-
reserts an interval that is twice as large as the interval
of the previous erntry. The ertries in the table for two
seners are shovn as arrows from the seners in Fig. 4.
Each interval is assaiated with a successosener. These
are shovn as dashedarrows.



Without giving an explicit algorithm, considerthe case
when sener 10:28:1:5 is trying to locate the object with
key progl. The sener scansthrough the table and nds
the interval which contains the key and the assiated
successorsener. In this caseprogl is in the interval de-
“ned by the third and fourth arrows (counting clockwise
from the sener). The requestfor the object is then for-
warded to sener 12856:32:1, which repeats the process
and nally forwards the requestto sener 12856:32:5. In
general, it is proven that a requestto locate an object
must be forwarded up to log, n times, where n is the
number of senersin the system.

The Chord method is consistent. As depictedin Fig. 5,
the addition of a new sener requires relocating only the
objects on one existing server. The removal of a sener
requires relocating only the objects that were owned by
that serwer. In general,senerscanbe addedand removed
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Fig. 5.

Inclusion of a new server.

from the Chord arbitrarily sincethe overheadis logarith-
mically proportional to the number of servers. There are
many more aspects to the Chord algorithm, including
caching requestsand objects for object locality and vir-
tual servers for load balancing improvemens. Howewver
in this paper we direct our discussionto a higher level
systemimplementation perspective.

C. Peer-to-peer content distribution networks

Useof P2P systemson the Internet are gaining momen-
tum. Napster [2] and Gnutella [1] werethe rst and most
well-known of these systems. Napster was a P2P system
where the directory serviceis certralized on seners and
people exchanged music cortent that they had on their
disks. Gnutella wasa more generalP2P content exchange
system. Unfortunately, it su®eredfrom scalability issues,
i.e., °0ods of messagedetween peersto map connectiv-
ity in the systemwere required. Other systemsfollowed
these, eath addressinga di®erent °avor of sharing over
the Internet. Multiple P2P storagesystemshave recertly
emerged. PAST [9], Freenet [6], Free Haven [8], Eter-
nity Service[4], CFS [7], and OceanStore[11] are some
popular P2P storage systems.

Some of these systems, like Freenet, have focused
on anorymity while others, like PAST, have focused
on persistenceof storage. Also, other approades, like
SETI@Home [3] and distributed shells [17], made other
resources,sud asidle CPUs, work together over the In-
ternet to solve large scalecomputational problems. Along
with these systems, researtiers have developed under-
lying routing and indexing utilities to addressthe core

problems of these systems. These are for optimally "nd-
ing and accessingan object in a decerralized dynamic
distributed network over a wide-area. Examples of some
lower level utilit y systemsare [5], [13], [14], [15], [16], [18]
including the Chord method. Recen researt e®ortscon-
tinue to examine detailed aspects of these utilities [10].

Multiple P2P systemsare built ontop of the lower level
utilities. For example, PAST is built on the Pastry [15]
routing and indexing service. All of these routing and
indexing utilities help the nodesof the systems nd com-
plete objects. We di®er from these systemsby supplying
a method to query the content within an object and us-
ing other attributes of the content rather than just the
name of it. We are speci cally interested in the spatial
attributes of the content.

Spatial databases contain objects with positions in
space,e.g., cities that have a longitude and latitude coor-
dinate. In a more generalsensean object, G, is described
by a region of somen-dimensional space. A spatial query
is alsode ned asan object, Q, and the result of the query
is all objects in the databasethat intersect with Q.

Unlike documerts that are accessedy name (i.e., the
query is simply a Te name), spatial objects and spatial
gueriesrequire intersection computations { the query is
actually a search for objects that satisfy it. In R? space,
a query can be exciently executed by rst recursively
subdividing the spaceinto a quadtree and indexing the
objects into the leaves of the tree!. Each query can sim-
ilarly be subdivided to 'nd which leavesit belongsto,
which can exponertially reducesthe average number of
intersection calculations per query, for instance ead level
of the tree reducesthe number of possible resulting ob-
jects by a factor of 4.

Distributed spatial queriesrequire assaiating respon-
sibility of spatial regionsto the nodesin the system. If a
node is responsiblefor a region of spacethen it is respon-
sible for query computations that intersect that region
of space. While it is possibleto divide up spaceinto a
regular grid, this trivial division does not maintain the
scalability of a quadtree.

We hash control points, e.g., H(\(5;2)") is the loca-
tion of (5;2) on the Chord, to assaiate responsibility
of a spatial region with a node in a P2P system. Each
node is responsible for the regions of spacesurrounding
the control points that hashto that node. We allow the
control points to be dynamically determined using a glob-
ally known function to recursively subdivide space(or to
superdivide as may be required when extending the cur-
rent spatial domain). Fig. 6 depicts somecortrol points
and an example hashing. Objects are inserted into the
distributed hash table by resolving them into spatial re-
gions and hashing the control points of those regions. A
copy of the object is stored at eac node that becomes
responsible for a cortrol point. Alternativ ely a pointer to
the original node that storesthe object can be copiedto
ead node, the data movemerts depend on the complexity
of the object and the complexity of the intersection cal-

Hashing distributed  spatial content

1we discuss R? space throughout the remainder of this paper.
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Fig. 6. Spatial objects/queries, X, Y, Z, 3 levels of control points,

culations. Any nodein the P2P network can have a small
databaseof objects, contributing to the larger system.

Let X, Y and Z be objects or queries. Note that in
Fig. 6, Y will actually be distributed to many nodes
(some nodes may be responsible for more than one as-
scociated control point) while Z may only be stored at a
singlenode. Parallelism is a direct consequence®f having
multiple control points and multiple nodes. All the nodes
can handle the piecesof a query simultaneously.

Considering X as a query and Z as an object, resolv-
ing X to control points A and C will not be suxcient to
detect the intersection of Z which is resolved to the single
cortrol point CC, i.e., the cortrol points must match in
order to give a correct query result. However, the level of
resolution can be computed on a per object basis. We can
usedownwaid °ags at higher level cortrol points to indi-
cate that someobject doesexist at a lower level. When
inserting an object at a level i cortrol point, a downward
°ag is hashedto the parert levelj = i j 1 control point,
which indicates the presenceof an object at level i. This
°ag hashing is cortinued up through the quadtree un-
til reaching a cortrol point for which the downward °ag
already exists. Clearly, for a large number of objects,
downward °ags will exist for the origin point O and more
than likely for the ‘rst few levels of cortrol points (as-
suming a uniform distribution of objects).

Similarly, an upward °ag is usedto indicate that some
objects are hashed at a higher level. In this case,an
object insertion is also followed by propagating upward
°ags to the lower levels for which control points have
already beenhashed.

The use of °ags allows a query to proceedfrom any
level of the quadtree, dictated by the desiredinitial par-
allelism. Howewer, as described, the method generally
requires every query to propagateto the highestlevel for
which cortrol points have beenhashedand to the lowest
level in those regions where objects are known to exist.
While the later caseleadsto the query propagating down
to the leaves of the quadtree, the former caseleads to
queriespropagating up to the root which suggestsa bot-
tleneck. This is overcomeby requiring that no object is
hashedto control points at a level lessthan someglobally
constart value calledthe fundamentallevel For example,
cortrol points, O, A, B, C, and D in Fig. 6 may beforbid-

2ti 1

object/query Y

and example hashing to a distributed hash table. Z intersects X .

den to be used,which is using a fundamerntal level equal
to 2.

In general,the number of nodes(parallelism) that store
an object is selectedwhen the object is stored and so
can be cortrolled to a suitable value. The parallelism
of a query is not so corntrollable becauseit depends on
the location of existing objects and the levels to which
these objects are hashed. However query parallelism is
desirableand in generala high level of query parallelism
is good. Redundarnt intersection computations can occur
when an object intersects the query in more than one
region. Eliminating this redundancy is a direction for
further investigation.

A. Spatial algorithms
Let u be a cortrol point, then let

D(u) = (upward;downward,; list)

if control point u exists (i.e., has already been hashed)
and D (u) is empty if control point u doesnot exist. The
default valuesfor a D (u) are (0; 0; empty) which are used
when an algorithm implicitly createsa newpoint u. Here,
upward;downward 2 f0;1g are °ags and list is a list of
objects that intelrsect the region, R(u) = §X1;Y1;X2;Y2),
dened by u= (x2i x1)=2(y2i y1)=2 and are con-
trolled by the owner of that cortrol point. Each u has
a parent control point, P(u), and a set of four children,
fC(u; 1); C(u; 2);C(u; 3); C(u; 4)g.

Given a cortrol point u, it is always possible for any
node to determine R(u). This requires an origin region,
R(0) = (0;0; 1; 1) (the unit square)with cortrol point o =
(0:5; 0:5) and a method of sub/super-division that covers
all space.Call o a (or the) O-level cortrol point. Let L(u)
be the level of corntrol point u. In Fig. 6, L(O) = 0 and
object Y hasbeenresolved into 4 regionsat level 2 plus
1 region at level 1.

The proceduresinsertObject() and SeedQuery() are
usedto insert objects into the systemand to make queries
for objectsin the system. The other proceduresare recur-
sive and called as appropriate. Let D(0) = (0;0; empty)
be the initial starting cortrol point, i.e., the control point
exists but there are no objects yet. Other cortrol points
do not exist.



procedure FilterDown(control point u)
for i == 1to 4
v = C(u,i)
if D(v) exists then
set D(v) upward to 1
FilterDown(v)
done

procedure Resolve(object X,
control  point u,
reslevel )

if X intersects R(u) then
if L(u) =r then
set D(u) list to include X
for i = 1t 4
FilterDown(C(u,i))
else
set D(u) downwardto 1
for i = 1to 4
Resolve(X,C(u,i),r)
done

procedure InsertObject(object X)
select an r to give reasonable parallelism
t = o
while X is not contained within R(t)
t .= P(t); set D(t) downwardto 1
Resolve(X,t,r)
done

procedure Query(query X,
control point u,
direction d)
if Xintersects R(u) then
intersect all objects in D(u)
record intersecting  objects in result
if direction is down
if D(u) downwardis 1
for i = 1t 4
Query(X,C(u,i),down)
else
if D(u) upwardis 1
Query(X,C(u,i),up)
done

procedure SeedQuery(query X)
select an r to give reasonable parallelism
for each intersecting R(u) at level r
Query(X,u,down)
Query(X,u,up)
done

IV. Conclusion and future work

With the recen paradigm shifts, content and interac-
tions with the content is becominglessreliant on certral-
ized systems. CDNs are emergingin various new forms
sud asthe P2P networks. CDN nodescan cooperate to
build data object indexesfor seartiing content. Searth-
ing complete content in the form of “les using keywords is
common. There are many shortcomingsto this approad.
More e®ective medanismsthat allow usersto accescom-
plex distributed content over the Internet are needed.In
this paper, we introduced a hashing-basedmethod that

can be usedto accesscomplex content over large scale
distributed dynamic networks such asthe P2P networks

of today. In particular, we are interested in spatial con-
tent, however we believe our method can be extendedto

arbitrary spaces. We adopted the Chord approac for

our solution to querying such complex content because
Chord is an excient distributed hashing algorithm. We
believe our approac addresseghe current dynamic and

distributed nature of the new networks. We are in the

processof re ning our algorithms and we plan to test our

approac on a prototype P2P systemin near future.
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